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ORG election observer’s report, Glasgow

As a member of the Open Rights Group’s election observation team, I observed the1

Scottish elections on 3 May 2007, at the count in Glasgow. This is my report.
The Terms of Reference of the Open Rights Group observation mission were:2

1. To evaluate the integrity of technologies and processes used in electoral pilot
schemes.

2. To examine whether pilot schemes might increase the risk of electoral fraud or
error.

3. To observe whether pilot schemes risk the secrecy of the ballot.

4. To collect the views of voters, candidates and officials on the schemes piloted.

The ‘pilot schemes’ mentioned here are the e-counting and e-voting pilots in four
English local authority elections; the Scottish e-counting framework is not a pilot
(para. 7). I have taken the ORG terms of reference to include the non-technical pro-
cesses involved in designing the ballot papers and conducting the election.

Below, I describe the context of these elections (Sect. 1); give a brief account of3

the polling stations, and the impressions of polling station staff (Sect. 2); describe
the count in substantial detail (Sect. 3); briefly discuss the pattern of spoiled ballots
(Sect. 4); and describe a number of weaknesses of the system in this election, potential
attacks on them, and possible improvements (Sect. 5).

1 Context
These elections were held to appoint Members of the Scottish Parliament (MSP), and4

members of the local authorities throughout Scotland.
The Parliament vote was taken using ballot papers, and counted electronically,5

with the count being done on the night of 3 May. The Parliament is elected using
an Additional Member system (AMS) with a modified d’Hondt count (see [1, 2] and
Scottish Parliament Order sch 2 paras 62–64, which refer to sects 7 and 8 of the
Scotland Act 1998): each of eight regions elects a different number of constituency
MSPs plus seven list, or ‘regional’, MSPs, giving 129 MSPs in total.

The local authority (LA) vote was taken at the same time, also with ballot papers,6

with the count being done on 4 May. There are 32 councils in Scotland (and 31 count
areas), comprising a total of 1222 councillors. The LAs vary in size between 18 and
around 60 councillors; there is no mandated structure of the councils, so that differ-
ent councils have different organisations. All the councillors are, however, elected
using the same system, an STV count for wards with either three or four councillors
representing them. Specifically, the count is a ‘weighted inclusive Gregory count’
(WIG), described in [2, 3, 4] and in the Local Government Rules sch 1 paras 42–52.
More than one speaker at the Commission’s Edinburgh briefing remarked that this is
a more complicated system than the STV system used in Northern Ireland, and that it
is essentially infeasible to do it by hand.

The Parliament count ‘may be counted by electronic means’ (Scottish Parliament7

Order sch 2 para 55(4)), but the LA count ‘shall be conducted’ this way unless doing
so ‘proves impossible or impracticable’ (Local Government Rules sch 1 para 41). That
is to say, the electronic count in Scotland was not a pilot.

The Parliament and LA elections are formally distinct, and are the responsibility8

of different entities. However, they were conducted at the same time, counted in
the same place with only mildly different protocols, and though they have distinct
Returning Officers (RO), the two roles tend to be held by the same person.

The Parliament elections are the responsibility of the Scotland Office (in White-9

hall); the Electoral Commission has a variety of statutory roles with respect to the
election, but it does not run the election itself. The LA elections are the responsibility
of the Scottish Executive (in Edinburgh), delegated to the Returning Officer, who calls
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Scottish Parliament
Order

The Scottish Parliament (Elections etc.) Order 2007
(SI 2007/937), http://www.opsi.gov.uk/si/si2007/
20070937.htm

Local Government
Rules

Scottish Local Government Elections Order 2007 (SSI
2007/42), http://www.opsi.gov.uk/legislation/

scotland/ssi2007/20070042.htm

ERS Electoral Reform Society
LA Local Authority
OCR Optical Character Recognition
RO Returning Officer (and deputies, in the description below)
UIM Unique Identifying Mark: barcode on ballots

Table 1: Abbreviations used in the text. The abbreviations for Acts and Regulations
are those used in the Electoral Commission handbooks.

on logistical support from the LA; the Electoral Commission has no statutory role
here, but is nonetheless informally involved. The Electoral Registration Office is a LA
function, but ultimately the responsibility of the Scotland Office [5]. Thus although
they are formally separate, the two polls and counts were co-located, and the logistical
support for both was provided by the LA.

The Glasgow count was to let an electorate of 436 541 elect 9 constituency MSPs,10

plus the 7 regional MSPs, plus 79 councillors in 21 LA wards (there are 10 con-
stituency MSPs in the Glasgow region, but the small Rutherglen seat is in the South
Lanarkshire council area, and so was counted there) [6]. For a notional turnout of
50%, this means that approximately 220 000 ballot papers were counted for each of
the Parliamentary and LA elections, which means around 10 000 papers were counted
by each scanning machine in the 4 or so hours between 22.00 and 02.00, when the bulk
of the scanning was done. A ballot box, and thus a counting batch, seems to contain
300–400 ballots, meaning that each scanner processed around 30 batches; this is con-
sistent with the observation of one scanning cycle taking around 10 minutes per batch,
which is in turn consistent with 400 papers taking 4–5 minutes at 1.5 papers/second.

1.1 Electoral Commission briefing

The Electoral Commission (EC) held a briefing meeting in Edinburgh City Chambers11

on 2 May 2007.
This meeting was exemplary. It was efficiently organised, attended by senior par-12

ticipants in the process, and informative. In conversation, Kate Sullivan, the EC’s
head of electoral administration, remarked that Scotland was ‘world STV central’ this
year, and this was one reason for the large number of observers (around 100) from
Canada, Australia, Sudan, the Russian Federation and others, including a large con-
tingent from the US FairVote campaign, here under the aegis of the Electoral Reform
Society (ERS).

There were presentations from13

• Neil McIntosh, Electoral Commissioner

• Kate Sullivan, Head of Electoral Administration, Electoral Commission

• Russell Bain, Leader of the local democracy team, Scottish Executive

• Andy O’Neill, Head of Scotland office of the EC

• Jim Clark, looking after observers in Glasgow

• Tom Aitchieson, Returning Officer for Edinburgh

• Tony Lee, DRS (the contractors for the count)

3
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These presentations provided much of the background I have discussed above, but14

I will discuss separately Andy O’Neill’s and Tony Lee’s presentations.

1.2 Voter education (Andy O’Neill)

The Scottish electorate is 3.9M people out of a total population of 5.1M. The turnout15

was 58% in 1999 and 49% in 2003. The Electoral Commission has spent £2.1M on
voter education in various media, including a website at http://votescotland.
com. This included posters, flyers, contact with the press and the provision of ‘Infor-
mation Officers’ to stand in the polling stations and help explain the voting systems to
voters.

My own impression, and the impression of the various people I talked to, was that16

most people at least knew that the vote was going to be different this time, even if they
might be rather hazy about the details.

1.3 DRS (Tony Lee)

Tony Lee, the Managing Director of DRS, gave the longest presentation of the morn-17

ing, and the one which attracted the most questions. It included an overview descrip-
tion of the ballot-handling protocol, which I’ve folded in to the detailed description in
Sect. 3 below.

DRS is the contractor providing the counting services throughout Scotland (http:18

//www.drs.co.uk/). The company has been going since 1969, manufacturing print-
ers and scanners, and doing a range of OCR business including, for example, marking
exam papers. They have election experience in a variety of places including Norway,
London, and Bosnia in 1997 (which last included handling an oversize ballot paper
with 1500 candidates on it!).

DRS won the contract after a truncated but otherwise standard tendering process (I19

understand there was too little time for a fuller process). The details of the tendering
process, the contract, and the acceptance testing regime, are the subject of a current
FoI request from ORG to the Scottish Executive.

In this election, there are 31 counting places (serving 32 LAs), 320 scanners, 42520

distinct ballot paper designs, 400 PCs, 32 servers, 550 DRS staff, and they estimated
that there would be a total of about 10 hours of scanning.

2 Polling stations

I visited four Glasgow polling stations on 3 May: Cleveland Secondary (09.00–09.10),21

the Gaelic School, Berkeley St (12.45–13.00), Notre Dame Primary (13.45–14.00) and
Hillhead High (14.45–14.50). The second and fourth are in relatively mixed areas,
the first and third in an affluent area. The responses of officials and party workers
was consistent, and broadly positive. My visits were brief, and the account below
impressionistic.

The Presiding Officers reported that, in their perception, the process was different22

from previous years, but not hugely so. The main difference was that they and polling
station workers had received two hours of small-group training beforehand, rather than
the cursory lecture of previous years. They and the information officers reported that
they felt confident they understood the system and could explain it to voters.

The information officers had the impression that voters either already understood23

the voting mechanics, or were confident they understood it after a little explanation,
and that they felt almost all the voters were aware there was a change. No voters had
asked about the mechanics of the count, nor expressed concern about it. The presiding
officers reported that there were more spoiled ballots than in previous years (usually
there are almost none), but by the middle of the day, when I was talking to them,
these amounted to two to five spoiled ballots. If we suppose this amounted to ten
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over the course of the day, from of order 1000 ballots cast at a polling station, then
the known-spoilt ratio is of order 1%. This can be compared with the actual ratio of
spoiled ballots, which was between 5% and 10%.

The only confusion that the presiding officers reported was that several voters had24

queried the presence of several Labour candidates on the (multi-member STV) LA
ballot; this was reflected in one of the common patterns for spoiled LA ballots (see
para. 95).

The only people who seemed to remain uncertain about the voting system were a25

few older voters, including one campaigner I talked to (who had not yet voted). One
(Conservative) campaigner mentioned concern at the accuracy of the count in the face
of the changed system, without being specific.

3 The count

This section consists of a rather detailed description of the ballot papers, the count-26

hall hardware, and the counting protocol. It is based on direct observation, following
the overview given by Tony Lee at the Electoral Commission briefing (Sect. 1.3). It
is detailed because the overall paper-handling protocol is different from a traditional
count, as a consequence of the decision to perform the count electronically. This is
true even though most of the protocol described does not directly involve the scanning
or counting technology.

3.1 Overview

The count took place in the Scottish Exhibition and Conference Centre (SECC) in27

Glasgow. Hall 3 was being used for the count and the nearby Hall 2 for press, food
and announcements. Other halls in the centre were being used by a pop concert and a
trade fair.

The count in Glasgow went very smoothly. In both the Parliament and the LA28

count, the counting machines worked well, the ballots were processed without chaos,
panic, or anything resembling excitement, and the whole process was completed within
the time the organisers had tentatively estimated. The election as a whole was not
deemed a success, of course: there are press reports of technical and procedural prob-
lems at other count centres, though without intelligible details, and the design of the
Parliament ballot papers appears to have confused voters, and resulted in a disturbingly
large number of spoiled papers; but the former I can say nothing about, and the latter
seems tangential to the ORG mission’s terms of reference, so that I will touch on it
only lightly below.

I visited the count centre between 12.00 and 12.30 on 3 May, and was shown29

around by a DRS manager, who answered a wide range of procedural questions, but
was not unreasonably unable to answer more detailed technical questions. During this
time the scanners were being tested and calibrated (see also Sect. 3.6). The two halls
were to be handed over to the police at 13.00, for a full security check, before being
re-opened at 20.00.

I arrived at the count at 21.45, and left at 03.30. The count finished around 04.30,30

and the results of the Glasgow regional list ware announced at 05.30.
The first ballot boxes arrived at 22.16, with the expectation that the majority of31

vans would at least reach the SECC carpark before 23.00, to avoid a collision with
the traffic anticipated after the end of the concert. The vans (180 vans visiting 230
polling places [6]) were a mixture of council vans and vans hired for the occasion; I
understand all were driven by LA employees. The ballot papers were brought directly
into the count hall from outside (the entrance shown in Fig. 1 is to the SECC car park),
and brought straight to the rummage.

I understand that 31 000 postal ballots were issued [6], of which around 25 00032

were returned. I don’t know when postal ballots were first opened, but the first batches
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going through the scanners were postal votes. These caused some problems for the
OCR software, because the papers were necessarily folded, causing extraneous black
lines on the scanned images; this was a known issue, and the ROs1 expected to have
to do manual entry for a greater proportion of the postal ballots. In the event, the
scanners themselves seemed to have few significant problems with the folded papers,
in terms of paper flow or character recognition. At 03.30, postal ballots were still
being opened and processed. There was some controversy about postal ballots before
the election, concerning the timescales for their delivery and return – I’m afraid I do
not know the details.

The scanning of papers had finished, and the scanners were idle (apart from those33

working on the remaining postal ballots), before 02.00 on 4 May. When I left at 03.30,
three out of the nine constituencies in the Glasgow count had been declared, with the
rest clearly well advanced; the ballots were processed in order, with the intention that
some counts would be complete before others were started. At this stage all of the
available staff were working on adjudications. My impression was that it was the
large number of spoiled papers – each of which had to be confirmed as such by one of
the half-dozen ROs at the count – which slowed down the process as much as it did.

I also attended the LA count on 4 May; I arrived at 10.20, and left at 12.45, when34

the second of 21 wards was declared.
The overall count protocol was, I understand, basically designed by DRS, in con-35

sultation with ROs.
There were three groups of staff beside the ROs: clerks performing the rummage,36

and staffing the registration, verification and adjudication stations (for terminology see
below); porters moving ballot batches from station to station; and operators manag-
ing the scanners. The three groups were clearly distinguished by different coloured
T-shirts. The scanner operators were DRS employees, and the clerks and porters were
all (or mostly?) LA staff, rather than the bank-tellers traditionally employed at counts.
All the staff were trained by DRS, with the clerks apparently trained to perform multi-
ple tasks on the PCs. All the ballot handling was done by LA staff; the only time DRS
staff handled ballots was between a batch being brought to an idle scanner by a (LA)
porter, and being taken away by a porter after scanning. The area outside the tables
in Fig. 1 was well-attended by observers, candidates and agents; the area inside was
off-limits to everyone except count staff, it was uncluttered, and everyone there was
clearly visible at all times. There was a separate staff room, elsewhere in the SECC,
where the count staff took breaks. The ROs knew each other by sight. There were 134
staff involved in the count [6].

All staff working at the workstations did so in pairs, with one person, sitting,37

keying in the decisions made and announced by the other one, standing. The clerks
swapped over regularly. By several hours into the counts, many of the verbal an-
nouncements had disappeared. When the pair was a clerk and a RO, they didn’t swap,
and the RO was consistent about announcing the decisions.

The protocol was almost the same for both the Parliament and LA count, with38

the only differences being in the nature of the spoiled ballot adjudications, and the
presence of an extra ‘key correction’ stage for the LA ballot (Sect. 3.9). Also, there
was no rummage at the start of the LA count, since this had been part of the Parliament
count the previous night.

As the ballot paper went through the various states below, the counting system39

kept track of the state of each batch, and of each paper in that batch, and would object
if the paper were handled in the wrong state. Thus a batch could not be registered or
unwittingly verified twice, nor could a ballot paper go to manual entry twice. I didn’t
actually witness any of these violations being caught, with the exception of the related
state violation in Sect. 3.4 (this is a good thing), but I have no reason to believe that

1There is only one RO per count, assisted by half-a-dozen deputy ROs; for simplicity, when I refer to
‘ROs’ at the count, I mean both the Returning Officer and their deputies.
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Figure 1: The count hall at the SECC. Ballot boxes entered at bottom right, and were
transferred to open boxes at the rummage. Racks 1–6 are as follows: 1 and 6, ‘awaiting
scanning’, 2 ‘awaiting verification’, 3 ‘on hold’, 4 ‘awaiting manual entry’, 5 ‘awaiting
registration’. There was another ‘awaiting registration’ rack near the storage racks.
The racks in the ‘storage’ area held LA ballots, which weren’t counted until 4 May,
and Parliament ballots after scanning.

Figure 2: The count hall. The scanners are visible in the background, and the storage
area is at the rear left. Compare Fig. 1.

they were not catchable.
The counting system audited its actions. I know none of the details of the audit, but40

it appears to be purely internal. The counted ballot papers are stored as usual after an
election, and could be re-counted. There were no manual counts of the papers during
the count.

Papers were moved between stations and racks by porters. When a station opera-41

tor or scanner was idle, they raised their hand, and a porter would bring a batch box
to them from the appropriate rack. When they had finished, they would raise their
hand, and a porter would take the box from them to the appropriate rack. The racks
therefore acted as buffers; I don’t recall these buffers ever being full, since the work-
stations could be, and were, reallocated to different tasks when necessary. The porters
knew the sequence, and the only transition which required verbal instruction was at
verification (Sect. 3.7).

3.2 Hardware and software

The layout of the hall is shown in Fig. 1 and illustrated in Fig. 2.42

The hall contained 32 scanners2 (described in Sect. 3.6 below), 47 PC worksta-43

tions, and one rack-mount server with a supervisor console. Each of the workstations

2Ref [6] describes 37 scanners, but this is reportedly a misprint
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Figure 3: Workstation. The keyboard is on the inner side of the ring of tables.

is a standard Windows PC with two screens connected by a split monitor cable (not a
double-headed graphics card), and with a barcode reader. All the workstations could
perform all tasks, and users logged in using the barcode reader to read a code on
their badge. RO accounts had more privilege than clerks, and there was at least one
supervisor account, managed by DRS staff.

The workstations, scanners, and server were connected by a wired network; I was44

told there was no wireless network (though I didn’t actually check), and no external
network access (and none was obvious). Power was supplied by the SECC via sockets
in the floor. All the hardware and cabling was neat and tidy.

Three of the workstations had a data projector as their second screen. These were45

generally the machines used for RO adjudications, though late in the evening, addi-
tional machines were used for this. There was an additional large screen on one wall,
used to display progress.

The scanning hardware is discussed in Sect. 3.6, and the scanning and counting46

software in Sect. 5.
The design of the workstation software seemed reasonable. The workstation user47

interfaces (UI) seemed generally clear, and the ROs and clerks comfortable using
them, even if they were allocated to a different task at the end of the evening from
the one they had started on. The UIs seemed to successfully prevent operator error,
and I generally didn’t see staff getting confused or looking puzzled. I was not aware
of any crashes or any other availability issues.

There was at least one minor UI problem. At one point, a RO and a clerk were at-48

tempting to enter a RO-only mode on a workstation, requiring the RO to log on. They
were struggling because, I think, they didn’t realise that the clerk had to explicitly log
off. While there is some small training issue here, there also seemed to be a lack of
feedback about the mode the software was in. It’s not obvious what a corresponding
attack would be, but on the grounds that wrong-privilege errors are variously danger-
ous, it would be desirable for the interface to show clearly when the workstation is and
isn’t in a privileged mode. Apart from the usability aspect, it is desirable that a display
advertises to onlookers that its operator is capable of taking significant actions.

3.3 The ballot papers

Each voter filled in two ballot papers (Fig. 4). The two ballots for the (AMS) Parlia-49

ment election were displayed on one sheet, consisting of a column of regional parties
and candidates, and a column of constituency candidates; voters had one vote in each
ballot. The ballot for the (STV) LA election consisted of a single column of candi-
dates; voters ordered their preferences by number.

8
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Figure 4: The Parliament and LA ballot papers. See also [7]

Each of the ballot papers has a ‘Unique Identifying Mark’ (UIM) on the back of50

it, as a barcode; from observing the numbers keyed in when a handheld scanner did
not register a UIM, I understand this to be eight digits, including a check digit. In his
presentation, Lee remarked that not all possible barcodes represent valid UIMs, mak-
ing it hard to forge ballot papers. Seven non-check digits gives 10 000 000 possible
UIMs, which is only a factor of three larger than the Scottish electorate. Thus either
I have incorrectly deduced the range and role of the UIMs, or else the UIMs fill the
potential range too densely to provide the claimed security against forgery. If some-
one had access to the ballot paper design for a constituency, and if they were able to
generate valid UIMs, they would be able with minimal sleight of hand to add multiple
ballot papers to a ballot box. The ballot paper design would not have to be visually
perfect: if the forged votes were valid, and correctly marked so that the papers did not
require adjudication, they would never be closely examined. It would be desirable to
publish the algorithm for generating UIMs, along with the protocol for handing the
cryptographic keys presumably used for generating them, to allow the algorithm to
be reviewed, to ensure that such a forgery attack is indeed made infeasible, without
making the UIM unusably long. The traditional voting system is of course vulnerable
to, and has defences against, ballot box stuffing; the presence of non-forgeable UIMs
would provide a defence against this, if it is indeed reasonably secure.

The UIM is associated with the voter’s entry on the electoral register at the polling51

station, in the usual way, and is also readable by the scanners.
The ballot papers appear to have been the subject of a protracted design process.52

Lee’s presentation mentioned that DRS had some experience of human-factors issues
in ballot design; the Electoral Commission commissioned a study on their design [8],
though this appears to have been conducted by a market research consultancy, rather
than a human-factors one; the political parties were consulted about the ballot design
before the election, but it seems only the Senior Citizens’ party made any objection;
and there have been reports, in the press, of conflicting arguments at various levels
of government, with the final decision on the Parliament ballot papers being taken
in the Scotland Office. Despite this, it does appear that the design of the Parliament
ballot paper contributed to the large number of spoiled votes (see also Sect. 4); I report
this, but since I am not a user-interface specialist I have no particular insight into its
plausibility, nor the specific advantages of the alternatives.

Although the ballot papers were designed in the knowledge that they would be53

read by machine, they look broadly like traditional papers, rather than specifically

9
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machine-readable forms. In response to a question at the Edinburgh briefing, about
‘fill in the bubble’ papers, the DRS speaker said that this technique would be feasible,
but that it had usability problems, and so should be avoided when not necessary.

One curiousity is that the parties were listed in alphabetical order of their party54

description, with non-party independents coming after them. Since the SNP decided to
describe itself on the regional ballot as ‘Alex Salmond for First Minister’, presumably
in order to come first, there has been some speculation that this may have led some
voters to think that the regional ballot was a personal election, or in some other way
blurred the distinction between a vote for a party on the left panel, and for an individual
on the right.

3.4 Rummage

Each polling station returned a number of pairs of ballot boxes, containing the Parlia-55

ment and LA ballots.
At the rummage, each ballot box was unsealed and its contents transferred to an56

open cardboard container, forming one ‘batch’. At this stage, the Parliament and LA
ballots were separated and quickly checked, and any ballot in the wrong ballot box
moved to the batch-box for its pair.

There is a slight danger of ballots getting into the wrong batch box, in the urgent57

activity at the rummage. This doesn’t fundamentally matter, however, since the UIM
identifies the contest the ballot should be for. On one occasion I did see a ballot thus
misplaced, at the manual entry station (see Sect. 3.8).

These batch boxes were pre-marked with the identity of the polling station (and58

possibly the specific ballot box – I didn’t check this). The presiding officer’s count of
the number of ballot papers in each box, based on the difference between the number
of papers received and the number of unused and known-spoiled papers, was trans-
ferred from the box’s paperwork to the batch control sheet (the ‘pink sheet’) for that
box. Known-spoiled ballot papers were stored in a sealed envelope at the polling sta-
tion, and removed unseen to be sealed along with the unused ballot papers, the marked
register, and the ballot counterfoils.

From the rummage, a batch went to registration.59

3.5 Registration

Registration consisted of the pink sheet barcode being scanned, and the residing offi-60

cer’s count being copied from the sheet into the system.
From registration, a batch went to scanning.61

3.6 Scanning

Figure 5: DRS scanner and terminal

The scanner used is designed and manufactured by DRS, and62

is shown in Fig. 5 and Fig. 6. The scanner is a standalone unit:
it does not have a separate attached computer, and the monitor,
keyboard, mouse and network connection plug directly into it.

When I visited the count on the afternoon of 3 May, the63

system was being tested. I don’t know the details of this, but
I understand that the scanners were being calibrated, and the
system as a whole being tested before the count by having
known-result batches of papers run through it. It was then to
be reset before the count proper started. There is no post-count
test, because DRS have not been asked to perform one (Tony
Lee in the Edinburgh briefing); there are no sampling tests
during the count partly due to the extra complication caused
by running a test batch through the system in parallel.

The scanner operator (a DRS employee) loaded a set of64

10
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ballots from a batch box into the input hopper. The papers
could be in all four possible orientations. The scanner has been preconfigured with
the designs of the possible ballots, which it recognises by the ballot’s UIM, and so
it knows the location of all the whitespace on the ballot. If a ballot was scanned
successfully, it ended up in the ‘good hopper’, if not, in the ‘bad hopper’. Ballots
appearing in the good hopper were returned to the batch box, the others were returned
to the input hopper and rescanned. Ballots which remained unscannable after three
passes were put into a red folder, and returned to the top of the batch box. The operator
then copied the number of scanned papers from the screen to the pink batch control
sheet.

Figure 6: Rear of scanner.
Note connectors for power,
keyboard, mouse, monitor
and network.

The pink batch-control sheet was not run through the scanner, and so the scanners65

did not know which batch they were processing (this would be why the scan number
had to be copied by hand). However the scanners would have to know which contest
they were counting, since they had to know the location of the whitespace on the ballot,
but this would be retrievable from the ballot’s UIM. Papers could be sent through the
scanner multiple times, if the operator decided to rescan them for whatever reason: this
would not affect the count, since the UIM distinguishes papers uniquely. If a complete
batch were returned to a scanning station, however, after being through verification
(Sect. 3.7), that would be an error, since the individual ballots would by then be in a
different phase of the protocol.

The scanner processes papers at around 1.5 papers per second (Tony Lee’s figure66

in the briefing). They seemed to work smoothly while I was watching them, with
occasional dusting of the scan heads by the operator. The scanners needed occasional
attention from a roving technician, but this seemed to be very minor maintainance or
clearing. There’s little to report here: mechanically, the scanners just worked.

I confess to being uncertain where the OCR software is running. My notes of67

Lee’s briefing suggest that it was running in the scanner; my notes of a conversation
with one of the technicians suggest that it was in the server. There will probably be at
least some image processing on the scanner, however, as the presence of extraneous
marks on the scan, caused by tears or folds in the paper, the absence or mutilation
of the UIM barcode, or the absence of any marks because the voter has written too
faintly, will cause the scan to be rejected, and end up in the red folder. The scanner
sends at least the scan of the paper to the server. I’m not sure if a rejected paper has
any scan at all sent to the server.

The OCR software knows the voting rules for the election, and so can identify68

spoiled ballots.
After scanning and OCR, a paper was in one of three states: (1) scanned and69

confidently OCRed as a valid vote; (2) scanned and either ambiguously OCRed or
OCRed as a spoiled vote; (3) possibly scanned, but rejected.

From here, the batch box went to verification. The votes in state (1) were simply70

counted; the scans in state (2) were sent for adjudication (Sect. 3.9); and there were no
useful scans in state (3).

3.7 Verification and ‘on hold’

Verification consisted of keying the scan count from the pink batch control sheet71

into the system, and comparing the difference between this and the presiding officer’s
count, entered at registration. Ideally these would be the same, but if the difference
was in the inclusive range +1 to −3, it was passed as acceptable. I asked one of
the ROs about the size and asymmetry of the margin: it seems that this is a long-
established heuristic – predating any electronic count – and includes the effects of
off-by-one errors such as the presiding officer, at the end of a long day, having issued
papers 1 to 100 (say), subtracting one from the other and recording 99 papers issued.
This can’t be the full story, since my notes indicate that there were usually fewer
scanned than the presiding officer’s count would indicate, which conflicts with the
story here. However I was persuaded that the errors here were down to human error
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rather than the scanners, unbiased, and part of the overall error budget of the process.
A conventionally accepted error of±2 in a batch (ie, ballot box) of around 400 papers,
gives a baseline error of 0.5% for the accuracy of the count

I didn’t estimate the proportion of batches which failed this verification stage and72

were further investigated. From memory I would guess 10–20%, but without much
confidence.

If a batch was within tolerance, and there were no (rejected) papers in the red73

folder, a porter took the batch to storage; these papers were not further examined.
If it was within tolerance, but there were some unscanned papers, the porter took74

the batch to ‘manual entry’ (Sect. 3.8).
If it was out of tolerance, the porter took the batch to the ‘on hold’ rack, where75

it was examined by ROs, to try and identify a discrepancy. For example, one of the
ROs was telling me, on the 4th, of a case the previous night where there had been a
discrepancy of tens of papers. Examination of the presiding officer’s paperwork, held
next to the ‘on hold’ rack after being separated at the rummage, suggested that that
officer had simply swapped the figures for the number of issued and unused ballots,
and the discrepancy disappeared if these were swapped back. Sometimes, two batches
from the same polling station will have complementary discrepancies, indicating that
a number of papers have been put into the wrong ballot box at the polling station.
Sometimes the difference is inexplicable, presumably down to misreading, or mis-
counting spoiled papers, on the presiding officer’s part, and the batch can only be sent
back to verification with an instruction that it be passed, and sent on to storage. The
process has no obvious bias.

I presume that a batch which was out of tolerance and had unscanned papers was76

sent to manual entry. Since the ROs examining the discrepancy were privileged to
perform manual entry, this would be uncomplicated.

3.8 Manual entry

Manual entry of unscanned papers (in the red folder on top of the batch box) was77

performed by ROs at one of the workstations. As with all of the operations at work-
stations, they worked in a pair of one RO and a clerk. The RO examined the ballot,
and called out the votes from it to the clerk, who entered them on a blank template
on-screen as the RO showed the ballot paper to any observers on the other side of the
table. Since this was done by a RO, they were privileged to adjudicate on the validity
or otherwise of the ballot.

If the ballot had arrived at this stage because UIM barcode was mutilated or torn,78

the RO would input it if it was nonetheless readable. Ballots without a UIM would
be rejected here as invalid (I presume this would be the presiding officer’s error, if the
ballot was torn from the pad carelessly; however, I didn’t see any ballots rejected for
this reason).

One of the reasons for a paper being unscanned is that it is for the wrong contest,79

such as a LA paper in the Parliament count3, or a paper misplaced in the rummage
(Sect. 3.4). In this case, the ballot paper is then entered in the correct contest, and the
paper removed to storage, into a box designated for this (it couldn’t be reunited with
the correct batch box because there is no human-readable indication on the paper of
precisely which ballot box it came from, and thus which batch box it should have been
in).

From here, the papers returned to verification, and thence to storage. The votes80

required no more adjudication, and so were simply counted.

3The complementary case of a Parliament paper being in a LA batch would not be detected until the
next day, after the Parliament result had been finalised, since in Glasgow the LA ballots were not scanned
at all on 3 May.

12



ORG election observer’s report, Glasgow

3.9 Adjudication and key correction

Before any adjudication began, there was an announcement on the main screen, and on81

the tannoy, that adjudication was about to commence for a given constituency or ward,
on a given set of workstations (typically half a dozen neighouring ones). Standard
adjudications tended not to have much of an audience, but the RO adjudications tended
to have a couple of dozen candidates, agents and other observers clustered round the
screen.

Adjudication happened in two stages. The first stage performed by the clerks at82

workstations – so-called ‘standard adjudication’ – was essentially just human OCR,
with the clerks examining the scanned ballot images to recognise malformed crosses,
numbers or deletions which the scanner OCR had not. These were almost always
uncontroversial, suggesting that the scanner OCR was commendably conservative.

The corrections done here were minor, for example replacing a single ‘X’ by a ‘1’,83

correcting a ‘2’ misidentified as a ‘7’, or erasing a clearly cancelled mark. The UI
in this mode knew enough about the counting logic that it clearly indicated when the
ballot paper was in an invalid state, by highlighting the problematic symbols in red. If
manual corrections resulted in the ballot being valid, the red highlights disappeared,
and the operator was able to save the ballot.

If there was any doubt about the nature of a mark, or if the vote was invalid, then it84

was passed to a RO using an on-screen button. The clerks had no privilege to reject a
ballot, and the on-screen buttons which would do so were disabled. If the fixes left the
ballot representing a valid vote, then the vote was counted and no further adjudication
was necessary. There was no technology, as far as I was aware, stopping the adjudica-
tor completely rewriting the ballot, but doing so would have required collusion from
the partner, and would have been visible on the second monitor. Because spectators
generally milled about in front of the main screen (Fig. 1), in front of the row of ad-
judicators, it would be rare for someone to be sufficiently unobserved for this to be
feasible.

Figure 7: Key correction
screen (photo: PA)

In the LA count, there was an extra stage of ‘key correction’ included here (Fig. 7).85

This consisted of a screen of 18 isolated marks – crosses and numbers – along with the
OCR’s estimate of what they were. The pair of clerks had then to confirm or adjust
the estimate, or leave it as undetermined. Since the numbers were displayed out of
context, there was no way that the clerks or onlookers could know which candidate
or party these were votes for. As before, most decisions were rather straightforward,
suggesting that the OCR was conservative, but any more doubtful ones were simply
left as uncertain, and resolved as part of RO adjudication.

During this process, the displays occasionally paused for a couple of seconds when86

a decision was saved; the system was clearly under load, but not excessively or wor-
ryingly.

3.10 RO adjudication

The RO adjudication was generally performed at the workstations which had a data87

projector as their second screen.
The RO was presented with an on-screen ballot. Ideally, the RO would not be88

presented with any papers which simply had unrecognised marks, since these should
have been dealt with by standard adjudication. This was generally the case, although
there were some cases where a mark was sufficiently ambiguous that it had to be
examined in context. Adjudication then consisted of the fairly mechanical application
of the various rules on ambiguity, identifiability of the voter, ‘clear voting intention’,
and the number and pattern of votes.

If anyone objected to a RO decision, and the RO could not persuade them other-89

wise, then the objection was noted on-screen. I saw a few objections, but there was no
obvious pattern, nor much controversy. There was a certain amount of disgruntlement
amongst candidates and agents at the number of spoiled ballots, especially when the
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Region Constituency
Constituency spoiled total (approx) spoiled total

Kelvin 584 15 000 1195 23 500
Baillieston 886 15 000 1850 17 272
Anniesland 975 20 000 1736 22 139

Table 2: Spoiled regional and constituency votes in three Glasgow constituencies. For
full details on consituency votes, see Table 3

first results were announced and the scale of the problem became clear, but nothing
particularly coherent.

On one occasion, a RO was coming to wrong decisions about the interpretation of90

the STV vote: confronted with a paper marked with, say, only ‘3’ and ‘6’, he ruled
that this was first and second choice under the rule that clear evidence of voting intent
should be respected, but contrary to the rule that the sequence must start at ‘1’. When
this was pointed out, he consulted with other ROs, agreed that he had been wrong, but
finished the batch the same way for the sake of consistency.

4 Spoiled ballots
There was one very consistent pattern of spoiled votes for the Parliament election, and91

a few repeated patterns for the LA election.
A large number of voters appear to have misunderstood the instructions for the92

Parliament ballot paper (Fig. 4, left) and marked two crosses on the left-hand, regional,
side and none on the constituency side. This meant that both ballots were spoiled,
for an over- and under-vote respectively. A presumed variant of this was when only
the regional vote was marked, so that the constituency ballot was spoiled (we can
only guess that this was because of a misunderstanding of the voting rules, rather
than a decision on the part of the voter not to make any constituency choice). This is
consistent with the observed fractions of spoiled papers in the two categories (Table 2).

It seems worth noting that in the former case, where the voter voted twice in the93

region and not at all in the constituency, this would be counted as two spoiled papers,
though it arose from a single voter error. Thus the number of mistaken voters per
constituency in Table 2 should be taken to be the higher of the two ‘spoiled’ figures,
and not their sum. It is not clear what the figure of ‘100 000 spoiled votes’, bandied
around in the press, actually refers to. There is a summary of numbers of spoiled votes
in Table 3.

I have no knowledge of the proportion of spoiled postal votes. It would be inter-94

esting to compare the proportion of errors from polling station votes to the proportion
made by voters at (presumably) more leisure at home, though with no information
officer to hand.

There were a few repeated spoiled-vote patterns for the LA elections.95

• Some voters put multiple ‘X’ or multiple ‘1’ marks next to multiple candidates
from one party (it was only the Labour party that put forward multiple candi-
dates in most wards in Glasgow). Putting a single ‘X’ on this ballot paper was
acceptable (it was taken to be a single first choice).

• Quite a few LA ballots were rejected because the only mark on them was a
single ‘3’. One can only guess that having marked two ‘X’s on the previous
paper, they automatically put a ‘3’ as the third mark on the LA ballot. This
might not have been a problem with the design of either ballot paper by itself,
but a consequence of the two ballot papers together.

• More than one person, bizarrely, marked the LA ballot using the row numbers,
so a ‘3’ in row 3 and a ‘7’ in row 7, for example, with no other marks.
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Constituency Votes Maj% Sp. % Constituency Votes Maj% Sp. %
Glasgow Shettleston 14801 19.5 2035 13.7 Motherwell & Wishaw 26150 22.7 970 3.7
Glasgow Maryhill 16564 13.9 1877 11.3 Aberdeen Central 21120 1.8 776 3.7 !
Glasgow Pollok 19416 22.6 2106 10.8 Clydesdale 33332 8.7 1206 3.6
Glasgow Baillieston 17272 22.8 1850 10.7 Moray 30274 26.2 1018 3.4
Glasgow Springburn 17612 28.9 1702 9.7 Falkirk E 30333 6.2 1019 3.4
Edinburgh E 29967 4.6 2521 8.4 ! Dundee E 26869 16.8 913 3.4
Glasgow Cathcart 21657 10.1 1717 7.9 Dumbarton 30054 5.4 1014 3.4
Glasgow Anniesland 22139 19.4 1736 7.8 Cunninghame N 30241 0.2 1015 3.4 !
Midlothian 25111 6.8 1649 6.6 Western Isles 13625 5.0 446 3.3
Glasgow Rutherglen 24252 18.1 1495 6.2 West Renfrewshire 29129 7.5 956 3.3
Linlithgow 29637 3.9 1722 5.8 ! Orkney 8653 28.6 285 3.3
Glasgow Govan 21521 3.5 1220 5.7 ! Ochil 31553 1.6 1016 3.2 !
Airdrie & Shotts 27160 5.3 1536 5.7 ! Inv, E Nairn & Lochaber 39609 13.8 1249 3.2
Edinburgh W 34752 16.9 1905 5.5 Galloway & U Nithsdale 30318 11.0 978 3.2
Hamilton N & Bellshill 25366 19.2 1345 5.3 Hamilton S 23211 15.7 711 3.1
Banff & Buchan 27285 38.6 1443 5.3 East Lothian 34471 7.1 1069 3.1
Clydebank & Milngavie 26765 11.9 1400 5.2 Argyll & Bute 28792 2.8 900 3.1 !
Glasgow Kelvin 23500 5.1 1195 5.1 Strathkelvin & Bearsden 36595 9.3 1098 3.0
Edinburgh Central 29396 4.1 1501 5.1 ! Shetland 9795 50.1 294 3.0
Coatbridge & Chryston 25725 17.5 1285 5.0 Kilmarnock & Loudoun 33435 4.0 1018 3.0
Livingston 33224 2.6 1634 4.9 ! Dumfries 33419 8.5 1006 3.0
Greenock & Inverclyde 23105 13.1 1099 4.8 Cumbernauld & Kilsyth 26382 7.9 803 3.0
Edinburgh N & Leith 31685 7.7 1536 4.8 Tayside N 35396 21.4 1025 2.9
Fife Central 26965 4.3 1256 4.7 ! Paisley N 23206 22.0 667 2.9
Dunfermline East 24568 16.3 1162 4.7 East Kilbride 35903 5.5 1033 2.9
Aberdeen N 24891 15.1 1173 4.7 Ayr 31025 12.6 873 2.8
Ross, Skye & Inv W 31719 11.0 1419 4.5 Aberdeenshire W 34823 14.8 984 2.8
Cunninghame South 23422 9.3 1055 4.5 Tweedale, Ettrick & L 30327 2.0 814 2.7 !
Paisley South 25527 16.6 1115 4.4 Angus 31960 25.8 873 2.7
Edinburgh Pentlands 34377 13.2 1528 4.4 Dunfermline West 29525 1.6 757 2.6 !
Edinburgh South 32573 5.9 1403 4.3 Perth 34862 7.2 878 2.5
Carrick, Cum. & Doon V 33785 11.8 1432 4.2 Gordon 35363 5.8 849 2.4
Falkirk West 28785 2.7 1157 4.0 ! Fife NE 31552 15.9 762 2.4
Dundee West 24268 8.0 978 4.0 Roxburgh & Berwickshire 25680 7.7 599 2.3
Kirkcaldy 24195 10.8 954 3.9 Eastwood 42165 2.1 990 2.3 !
Caithness, Suth & E Ross 22334 10.4 867 3.9 Stirling 32625 1.9 633 1.9 !
Aberdeen South 29885 9.1 1139 3.8 Total: 2016978 85644 4.24

Table 3: Numbers of spoiled constituency ballot papers, by constituency, in order
of numbers of spoiled ballots. The majority is shown as a percentage of the total
votes case. The exclamation mark indicates thost constituencies where the number
spoiled is greater than the winning majority. Source: derived from BBC Research in-
formation at http://news.bbc.co.uk/1/hi/scotland/6637387.stm, and re-
sults summaries.
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A variety of other simple mistakes were ruled not to violate the voting rules [9]:96

zeroes were regarded as blanks; if the sequence was garbled, with two ‘4’s or a miss-
ing ‘4’ for example, then the votes before the error were counted; a single tick or cross
was taken to be equivalent to ‘1’, and vice versa on the Parliament ballot; and letters
could be used instead of numbers. Samples of these rulings were clearly visible on
Electoral Commission placemats throughout the hall. If a voter deleted a vote and
replaced it with another, this was ruled valid, if the intention was clear.

One rather spectacular paper had a ‘1’ next to the regional candidate the voter97

wanted (rather than an ‘X’), and next to every single one of the other candidates they
had written remarks like ‘no!’, ‘crook’, ‘remember Iraq’, and ‘you must be joking’.
The result? Valid: since there was clear evidence of voting intention.

There were a few papers which had clearly been deliberately spoiled, but this was98

a small minority.

5 Potential attacks and weaknesses

When considering the various sources of error, I will adopt as a nominal acceptable99

value the 0.5% error implied by the ±2 in 400 tolerance described in para. 71.

5.1 Staff weaknesses

I see very little scope for malefaction by the staff present at the count. A clerk at100

the rummage could possibly conceal a few Parliamentary ballots by putting them in a
LA batch box (because in Glasgow these weren’t scanned until the next day, the error
wouldn’t be discovered until it was too late); a clerk doing standard adjudications
could (I think) reassign votes, if their partner colluded and if no-one was watching the
outward-facing terminal (Sect. 3.9); or a RO could exercise what discretion they have
in a biased way. However none of these attacks seem realistic, and the presence of
the second screen makes the latter two less feasible than the analogous attacks in a
standard count.

In any case, the same general protections are present here as in a standard count: no101

individual has much influence on the outcome, and the staff who have most influence
are trusted senior LA employees. In this respect, the machine count is minimally
different from a traditional count.

The DRS scanner operators have limited opportunities for mischief. The paper-102

handling protocol ensures that they do not handle papers at any time other than when
they are operating the scanners. They have no opportunity to conceal or lose papers,
because they work in an open station, with no reason for there to be any rubbish or
other detritus anywhere near them. It would be possible for an operator to surrepti-
tiously leave a few selected ballot papers in the batch box; however this would require
examining the papers suspiciously closely (looking for a party whose vote they wished
to decrease), and they could leave at most one or two such papers uncounted without
risking the batch failing verification. A single scanner operator (out of more than 20)
doing this could therefore affect a party’s vote by at most 2/300/20 = 0.03%. I don’t
know if the ROs checking the batches which have failed verification re-count the num-
ber in the batch: they would only have to do so occasionally to make this attack even
less useful than it otherwise might be.

5.2 Scanning errors

I don’t know the margin of error of the scanning machines, in terms of the number103

of ballot papers missed, but I would be surprised if it were as high as the 0.5% error
implied by the verification stage (Sect. 3.7).

This leaves us with the twin software problems of undetected OCR error (that104

is, errors where the OCR software was confident but wrong) and errors in the count
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algorithm. Both types of error could be either accidental or malevolent.
I think that accidental error in either case is unlikely. As mentioned above, the105

OCR software seemed conservative, inasmuch as it threw up as ambiguous a lot of
marks which were very obviously crosses or identifiable numbers. It’s difficult to es-
timate the OCR’s error rate from the adjudications that I saw, but I would guess that it
was less than the notional 0.5%. I am no expert in OCR technology, but from the sim-
plicity of the marks being recognised, and the existence of the pre-count testing and
calibration procedures, I would be very surprised if the error approached the nominal
0.5% level.

Unbiased scanning errors (that is, those which do not systematically favour one106

party, or one position on the ballot paper) could probably be at a relatively high level
before they significantly compromised an election.

In his Edinburgh briefing, Tony Lee of DRS stated that the OCR software they use107

is bought in.

5.3 Counting errors

Nothing is known (to me) about the DRS implementation of the AMS algorithm.108

The counting software used by the server machine is based on the eSTV pro-109

gram produced for, and distributed by, the ERS [10]; the modifications appear to be
proprietary to DRS, though I wasn’t able to get a clear statement on this at the Edin-
burgh briefing. eSTV is a free but closed-source implementation of the ‘ERS97’ STV
rules [11], apparently written in Delphi, and restricted to Windows. The ERS97 rules
are, I understand, the same as the Local Government Rules used in this election.

The eSTV implementation was validated by a Dutch software-assurance group,110

who implemented the Local Government Rules in the pure-functional language Clean,
and compared the results with binary releases of eSTV (see [12], included as an ap-
pendix to this report). Then they, and the authors of eSTV, iterated versions until they
obtained identical intermediate and final results for a set of 8232 test cases; they con-
verged on eSTV v2.0.16. We can thus conclude that, with high probability, the eSTV
program is a correct implementation of the ERS97 rules.

If no errors were introduced by DRS’s modifications, or by their embedding within111

the overall system, then we can reasonably suppose that the DRS system is a correct
implementation of the election rules.

This, however, is quite a large supposition to make, and an unattractive one, given112

the importance of this particular piece of software to Scottish democracy. It seems
inappropriate that, valid or not, even the software the DRS implementation is based
on is available only in a closed-source single-platform distribution.

5.4 Software and security

The marked ballot papers are normally retained for a set number of days after the elec-113

tion, and then destroyed. I am not aware of any corresponding provision for retaining,
storing and destroying the count server machine’s parallel record of all the ballot pa-
pers and, potentially, their corresponding UIMs. I don’t know how important the
destruction of the ballot papers is deemed to be; but however important it is, the same
importance should be attached to the destruction of the equivalent computer record. If
the logic behind destroying the ballot papers is simply that there is no need for them
to be retained beyond this date, then there is no need to formalise the destruction of
the computer record.

The final risk that must be considered is the possibility that the DRS software has114

been maliciously written, either deliberately or through the undetected actions of a
rogue employee, to produce or promote a particular outcome.

There is no reason to suppose that this is the case. It is hard to see what ben-115

efit DRS could gain from such a course of action, and easy to see that it would be
commercial suicide to do so and risk being found out. Also, given the nature of the
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two voting systems, AMS and PR-STV, it seems likely that a malevolent actor would
have to create quite a large bias in the count before they had a significant effect on the
overall outcome.

But this is not the point. The fact that it is unlikely that civil service or local author-116

ity officials would conspire to influence an election, does not stop us requiring their
work during the election to be done in the open, and under every public supervision.
The same should be true of the software used to perform the actual count, especially
since, unlike any of the officials, that software is a single point of failure, any error
in which, deliberate or otherwise, could potentially change the course of the election.
The problem, of course, is that software is much harder to observe than officials.

5.5 Creating transparent electronic elections

There are a number of ways to address this problem, which might be summarised as:117

1. Run the electronic count as a national or local government IT project.

2. Integrate secure hardware or software into a contractor’s count system.

3. Integrate synchronous or retrospective tests into the contractor’s count.

The first possibility is unappealing. The system used in this count was possibly as118

simple as it could be, but still very far from trivial. It required a mixture of standard
and custom-built hardware, specialised software, and experienced personnel, and it
seems unreasonable to expect these to be maintained, and the experience retained, for
the 10 hours per year that they would be needed.

The second possibility has its attractions, and shouldn’t be dismissed, but it could119

also create complications that would make a very public system more fragile. It would
be possible to specify a particular implementation of the count program, but doing so
would require formalising building and installing it, as well as creating software inte-
gration problems. It doesn’t make a great deal of sense to run a trusted program in an
untrusted kernel on untrusted hardware, so it might be necessary in this case to have a
separate trusted machine to perform the count. This would create hardware integration
problems, and potentially limit the scope for providing (important) progress feedback
within the count hall and to the media. In any case such a trusted count platform
would mean little if the OCR software were untrusted, and the most obvious way to
resolve that is to have a separate trusted OCR platform, creating yet more software
and hardware integration headaches. None of these integration problems is insuper-
able, but while increasing the security of the system, they would likely increase its
complication and thus decrease its reliability, and a reputation for unreliability is not
what this process needs. This complication might not be necessary.

The third possibility is to require the contractor to produce generally readable data120

at important stages of the process. During the process, papers are scanned to images,
images are processed to vote data, and vote data is counted to produce a result. The
DRS system appeared to work well (in Glasgow) because these various stages were
coupled in a way the contractors understood and controlled.

This third possibility gives the contractor free rein to implement the system how-121

ever they wish, except that they must make the scanned images and vote data available
to officials during the count, and generally available after the count. If officials then
randomly select ballot batches in storage (to use the terminology of this DRS proto-
col), count them manually or using some separate trusted system, and compare the
result with the corresponding post-scan vote data, then they can confirm that the vote
data matches the paper source, and the OCR process is not significantly in error. It
would not require an intricate calculation to work out how many boxes would need to
be sampled, and thus how many extra counting personnel would be required, in order
to assure a stated level of accuracy. If the vote data were then made generally public,
then official or other interested parties could retrospectively rerun the count with a
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variety of algorithm implementations, within the period required for a formal election
challenge. The manual check count, on ballot batches in storage, would be entirely
decoupled from the other processes in the count hall (requiring no integration), and
the provision of vote data would surely be possibly without significant changes to the
contractors’ system. The two checks would give a contractor every encouragement to
build a correct implementation, and no scope to build a fraudulent one.

I know no details about the current system’s audit trail. An entirely internal audit122

trail, however, is almost no audit trail at all, since it is in principle just as vulnerable
to tampering as the system it is supposed to be auditing. A write-only audit trail, to
a device or a networked system supplied by the RO, would remove any doubt, and
require minimal integration. This audit trail could also be used to perform the above
OCR check retrospectively, if it were logistically inconvenient to perform it during the
count.

The Scottish Executive is currently consulting on the possibilities for disclosing123

information about the STV count at the end of the count process. The currently ‘pre-
ferred approach’ is to release an anonymised 20% sample of the count data. This
would largely satisfy the consultation’s professed goal of releasing information of in-
terest to political parties and campaigners, but would obviously frustrate the use of
the data to re-calculate the result by interested or particularly suspicious parties. The
Open Rights Group might usefully make a contribution to this consultation, which
closes on 15 June.

6 Summary

In brief, and with reference to the Terms of Reference in para. 2:124

1. The count I observed in Glasgow was very successful, from the point of view
of both the ballot-handling protocol and the mechanical aspects of the counting
technology. There have been media reports of technical problems at some other
counts.

2. The election as a whole was marred by a number of problems. The design of the
ballot papers seems to have caused a large number of spoiled votes (Sects. 3.3
and 4), and there was a pre-election controversy about the handling of the large
number of postal ballots.

3. The protocol for the handling of ballot papers seems at least as secure as the tra-
ditional system (para. 35 and following, TOR 1), with similar tradeoffs between
security and usability. There seems to be a claim that the format of the UIMs
helps prevent forgery (para. 50); this should be examined in more detail than is
available here (TOR 2).

4. The scanning and OCR technology used appears to be conservative, increasing
confidence that it has a low error rate (para. 82, para. 85, Sect. 5.2). Efforts
have been made to assure the algorithmic correctness of the counting program
(para. 110) (TOR 2).

5. The support systems for the count appear well-designed in general, but there are
some minor opportunities for improvements (para. 48).

6. There is no obvious additional risk to the secrecy of the ballot resulting from
the electronic counting (TOR 3), other than whatever risk is associated with the
retention of ballot data discussed in para. 113.

7. The principal difference between this and a traditional election is the presence
of software, and the fundamental difficulties of observing this, closely enough
to detect accidental or deliberate malfunctions (TOR 1 and 2). It is absolutely
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necessary to make manifest the integrity of the system, and a possible and in-
expensive means of doing this, by releasing intermediate steps in the count, is
discussed in Sect. 5.5.
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